Mepbi 6e3002CHOCTH H c10Cco0bI 32Tl OT MAXHHALMHA
¢ 6aHKOBCKHMH KapTaMH

1.  He HazeiBaTh ¥ He nepenaBaTh HUKOMY NMHH-KOA. He CTOMT 3amuCBIBAaThH €T0
Ha GyMary W HOCHTH ee ¢ coboif, Tem Gomee psmom ¢ kaptoi. B sTom ciydae my4miee
XPpaHWIHILE — MaMSTh.

2. CaMbIM 6e30TacHBIM CHATHEM CPEZICTB C KapThl ABJIAETCS 0OpallieHHe B Kaccy
KOHKpeTHoro 6anka. Ho 3To He Bcerza yao0HO, MOSTOMY CHATHE HAIMMHOCTH MHOTHE
ocymecTBIsIOT B Gankomarax. YroGsl 06e30macuTh CBOM JAEHBIHM, CTOMT TIIATeNbHEeH
BBIOMpaTh OaHKOMAT: Jydme, €cid OH OyHeT pacrmonaraTeCsi B HEINOCPEACTBEHHOH
6muzocTH unu BHyTpu Oanka. Bce Oeno B TOM, YTO B TaKMX MeCTax IPOBOJMUTCA
BHICOHAOTIOIEHNE U B CIIy4ae 9ero MOLICHHHKA MOXKHO Gy 1eT OBICTPO BEIYUCIIHUTE.

] Ilpn BBeleHHM TNHH-KOAa Ha KiaBuaType OaHkomara HEOOX0TUMO
3aropaXXMBATH KIIABUATYpPy M SKpaH ycTpoicTea. CTOSINMX C3a1M JIOACH, CTPEMSAIIMXCS
3arsHyTh 3a [UIe490, HeoOX0auMO 6e3 CTECHEHHMS MONPOCHTE OTOABHHYTHCH.

4,  EcnM BO3HHKAIOT Kakue-JMOO TPYAHOCTH IPH CHATHA HAIMYHOCTH HIH C
W3BIeYeHHeM KapThl 3 GaHKoMara, He CTOMT MPOCHTh MOCTOPOHHHX JIIOJEH O MOMOIIH.
Jlnst aTOro cyuiectByeT Tenedon ropsyeit muHnM 6aHka, 3BOHMTH Ha KOTOPEIH CIIELyeT He
OTX0As 0T 6aHKOMaTa.

9 [lpu coBepuieHHH MOKynok B MHTepHET-MarasuHax HeoOXOAMMO HMeTh
HAJEKHYI0O AHTHBHDYCHYIO CHCTeMy Ha CcBoeM Kommeiotepe. Tak uHpopmaims
GaHKOBCKHX KapT TOXe OyJeT rnoj 3allHuToMu.

6. CoBepIlaTh MOKYIIKY Ha HETPOBEPEHHEIX, HE BHYIIAIOMIMX JOBEPHS CaHTaX
He nenecoobpasno. Takum 00pa3oM MOIIEHHHKH TOXE MOIYT COBEpIIaTh CBOM
MaxuHauud. [lepe] MOKyNKoi CTOUT NPOBEPUTH caiiT MarasuHa U o0paTHTh BHUMaHHE Ha
Hanmuure TexHosiorud 3D-Secure. Takas cucTemMa NPOBOIUT MPEABAPUTEIIbHYIO MPOBEPKY
JaHHBIX ¥ BBICEUIAeT HA HOMep TesieoHa OKyIaTels OJHOPa30BbIH Maposib OT OaHKa.

1 XOTs CTPaxOBKy MHOTHE CYHTAIOT HaBS3aHHOH yCIyroi, BCe Xe OHa Oyzer
HenmiHel npu ohopmieHur 6ankoBckoi kapThl. B GonbumHCTBE CilyyaeB NPU MOMOIIH
CTPaxOBKH Y/IaeTCsl BEPHYTh YKpaJeHHbIe CpecTBa 6€3 JIMILHEH CyeTsl.

8. Kax Tonpko OOHapyXuTcs yTepsd KapThl, HEOOXOHMMO HEMEJICHHO
06paTUTHCA K COTPYAHUKaM GaHKa UK TTO3BOHKTH T10 HOMEPY ropsiel JIMHUY C LEBIO ee
HeMEVIEHHOHM OIIOKHPOBKH.

9.  Ewe oxHoit Mepoit 6esonacHocTu sisercs noakmodenne CMC-pacchiiky,
IIOCPEACTBOM KOTOpo# GyaeT W3BeCTHO 060 BeeX MaHMIYMALMSX C KapTOH. CymecTtsyer
BO3MOYXHOCTb YCTAHOBHT JIUMHT CHATHS JeHer ¢ KapTsl (Ha JIeHb, Ha Mecsll) yepe3 OaHk
HIIH B €r0 OHJIAHH-TIPHJIOKEHHH.

10. He numuuM 6yaer 1-2 pasa B Mecsll NPOBEPATh BBIMHUCKY KapTel. Tak Bce
oIepaluy ¢ KapToi OyayT BaMH KOHTPOJIHUPOBATECA.

11. He Hamo oOTBe4aTh Ha BCE COMHHMTENBHBIE CMC, email-pacchuikd H
HEW3BEeCTHBIE UM CKPBIThIE HOMEPa, AeHCTBYoMmHE KOOI OT UMEHH GaHKa.

12. Hu B kxoeMm ciyyae He cOOOLIaTh IMHMH-KOIA M OTBET Ha CEKPETHBIH BOIPOC
TPETHMM JIMIAM, B TOM YHCIE H ODUIHATEHEIM COTPYAHHKaM GaHKa.



13.  Ocnacruth cBO#f komenek KycoukoM ¢omsru. Ona cosgact 3¢dext
Pafuo3KpaHupoBaHus U OyneT 6I0KHPOBATE CUMTHIBAHHE [SHET CO CYETa MOIIEHHHUKaMH
IIPY MOMOIIIY TEPMUHATIOB.

14, VYcraHOBHT Ha KOMIBIOTEP M CMapT(GOH NporpamMmy-aHWBHPYC, KOTOpas
3alIMTUT Bce OaHKOBCKHE JaHHBIE, OTPAJIUB OT HHTEPHET MOIICHHUYECTBA.

15. Hocutb O€CKOHTaKTHYIO 3EKTPOHHYIO KapTy B KOIIETbKe/GYMaKHUKE, a HE B
KapMaHax MM BHEUIHMX OTHAeJeHHsAX cyMoK. OHa nomkHa ObITh 3alMIEHa OT TIJia3
TIOCTOPOHHUX 7 BO3MOKHOCTH CYHTaTh c Hee HHpOpMAaLHIO.



COXPAHH CBOM [IEHbI U OT MOI.I.IEHHMI(OB

Coobwunu o 6nokuposke
baHkoscKoU Kapmel unu
cnucaHuu BeHea7

He cnywau MoweHHuxa’
lNepessoHu e 6aHk no Homepy,
YKa3aHHOMY Ha Kapme!

B 2018 roay BOJ'IOI')KAHE MEPEBEJIX MOLLIEHHWKAM BOJIEE 20 MHH. PYBJ'IEM

YIIPABAEHME MBI POCCHIATIO BONOTOCKOM aanacm R

! HE noBepsiiite nuuaM mo3BOHMBIIMM BaMm u lrpencrasnnmnucﬂ
HHKaMH OaHka (cay:e00H (e30nacHOCTH), He C000IIaliTe
KOIbI NpHIneNmue OT 0aHKa B Buje sms-cooﬁmeﬂnn. bankn nHe
3apamrBaiOT TI2pOJIH — 3TO MOLICHHHKH.

! HE nosepsiiTe mmuaM, IO3BOHMBIIMM C HE3HAKOMOTO HOMepa, H
coOOmMBIIMM 0 Geme ¢ POACTBEHHHKOM HITH GIIOKMpPOBKE GAHKOBCKOI
Kaprhl. IloMHMTE, 4TO MOLIEHHHKH MOTYT IIO3BOHHTH C HOMepa
IIOXOKECr0 HAa HOMEp TenedoHa «ropsvyei» JIHHUH GaHka! By,zwre
OmurenbHbI!

! He noBepsiiTe TereOHHBIM COOGLICHHAM O KPYIIHEIX BBIMTpBHINIAX,
mobesax B KOHKypCax, JIOTepesiX, 38 KOTOPBIE HYXKHO 3allIaTHTh HAJIOT
WJIH OILUIATHTH NOCTABKY IIPH3a.

! He urpaiiTe Ha GOHIOBLIX GHpiKax rm*.repHeT-—Kaano'

COXPAHW CBOU AEHBIU OT M0|.I.IEHHI4KOB

[podaéws mosap 8 uHmepHeme?
lMokynamene 20mos sHecmu
npedonnamy?
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He coobwati Kod c o6pamroti
CMOpPOHbI Kapmbi!
He coobwal koder CMC!

B 2018 ro;w BOJIOMKAHE MEPEBE/IM MOLUEHHUKAM BOJIEE 20 MJTH. vansu

YIPABNERIAE MBI POCTIAH ﬂO BOHDFO}.’{CKOH OBHA"TH

Ecan Bel nocTpagans or gefCTBHH 310yMBIIICHHHKOB HEMELIEHHO
coofmHTe 00 3TOM B moaHIHI0 02, 112



